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Access  Cha^ind-  Reverse  CDMA  channel  used  by  mobile  stations  for 
coinmonicoling  to  the  base  station 

Advj^nced  Mobile  Phone  Service  (AMP^- First  U.  S.  cellular  standard;  based 
on  analog  FDMA  technology 

Base  iTransceIvcrl  Station  (BTS)-FiKed  radio  site  communicating  with 
3nr  biles  wiiijin  a geographical  area 

Station.ControHer  (BSC)  - Interlace  between  base  stations  and  the  switch 
V iLieh  conveys  switch  commands  to  the  appropriate  base  station  and  base  station 
r.q».:e3ts  to  tha  switch 

C;;  nned  - When  a mobile  is  not  on  a call  but  actively  monitoring  the  paging  or 

cor.roJ  ^^hannel 

Celiui  ir  Phone- Portable  radio  used  to  communicate  wirelessly  in  a network 

C^de  01  vision  Multiple  Access  (CDM  A)  - Spread  spectrum  technology  which 
cedes  to  diiTerenuate  signals  shaii  g the  same  frequencies 

Col;  ercicn  - Assimilating  and  stonng  of  intercepted  identity  information  and  call 

c-.::ten: 

r-:  - rai  Channel  - Radio  channel  on  ihc  forward  or  reverse  link  used  to  send 
£ or  - ’ ;nii  and  requests 

L met  Sequence  Spread  Spectrum  - Technique  employed  in  US  cellular 
C Tt'  iA  which  uses  codes  shnr  id  between  sender  and  receiver  to  spread 

tnnrrnUffcd  data  and  send  over  the  air 

I'T-pcdon  Finding  (DF)- A techniqu  used  to  identify  the  location  of  a radio 


,;ELL^©iD  004401^ 


FBICELL-216 


b7E 


DoTvnHnk-  See  Forward  Link 

Ec^o-Kati9  (in  dB)  between  the  Pilot  Channel  signal  energy  and  the  total 
interference  m the  received  bandwidth 

Electronic  Serial  Number  (ESN)— Unique  serial  number  programmed  into  the 
memory  of  a mobile  phone  by  tlie  manufacturer 

Forward  Link-  From  the  base  station  to  the  mobile 

Frequency  Dlvisiop  Multiple  Access  (FPMA)- Multiplexing  technique  which 
uses  frequency  to  distinguisn  users 

Global  Standard  for  Mobile  Communications  (GSM)  - Cellular  technology 
utilizing  IDMA  techniques  which  originated  in  Europe 

Home  Location  Beidstcr  (HLB)-  Database  containing  mobile  subscribe' 
information  for  locally  registereamobiles 

Idle- jS'ee  Camped 

Integrated  Dispatch  Enhanced  Network  (iDEN)  - Proprietary  cellular 
technology  util&d  by  Nextel 

Twti»rrppt^Pprimtinn  ft  cnhW.t  aitft  Jiis  SCrving 

networlj | 

International  Mobile  Equipment  Identity  (IMEl)  - Code  uniquely  identifying 
(he  mobile  station  hardware 

International  Mobile  Subscriber  Identity  (IMSl)- Method  of  identij^'ng 
stations  in  the  land  mobile  service 


Handoff— TVansferring  communication  with  amobile  stotion  from  one  base 


L ong  PN  Code-  42-bi I pseudo-random  code  used  to  uniquely  identify  CDMA 
TTiobite  stations  on  the  uplink 


r 'obile  Identiflcation  Number  (MIN)  - Telephone  nun^cr  associated  with  a 

mob  i/e  phone 

iM:;  nie  Station- Cellular  Phone 

Mobile  Sivitchlng  Center  (MSQ-  Switch  connecting  the  cellular  network  to 
ihe  P STN  which  coordinates  call  routing  in  a given  service  area 

Mobile  Telephone  Switching  Ofllce  (MTSO)  - See  Mobile  Switching  Center 

Multinatb  > Radio  signals  from  ihc  transmitter  arriving  ot  the  receiver  via  a 
number  of  dilTercnt  paths 

Ighhor  Channel  - One  of  a group  channels  that  are  probable  candidotes  for 
honcoff 

I^knYork  Identification  (NID)-  Number  uniquely  identi^ng  a xietworic  within  a 

ceiliriar  system 

Faplng  Channel  - Walsh  code  channel  in  the  CDMA  forward  channel  used  for 
trat'Smission  of  centroJ  information  and  pages  from  the  base  station  to  the  mobile 

P'lot  Channel -Signal  transnatted  continuously  by  CDMA  base  stations 
allc  Wvg  mcbiles  to  acquire  base  station  timing  and  assess  signal  qualify 
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Backeroundi 


WITT  contacted  to  hel 
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HEKEDir  is  UMCtnSSIXIED 

OATS  OS-ii-^ZOlZ  SE  (9179  im/stg 


fOTD)  (FBI 


taggggm 


OTD)  (FBI) 


Cc: 

Subject: 


UNCLASSIFIED 

NON^RECORD 


Comrades, 


2007  WITT  Conference  (Cell  Phone  Tracking) 


Last-week  I attended  the  2007  WITT  Conference.  Many  cell  tracking  matters  were  discussed,  t 
1 arn  going  to  pick  the  top  1 5 bullets  and  try  to  keep  it  short.  Piease  feel  free  to  forward  this  info  tc 
^And  If  you  don't  want  to  read  It,  you  don't  hurt  my  feelings. 
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JILL  iNFosmaxaH  cdnihiheo 

nXSIM  IS  UNCMSSIFIEB 

Mtl  09-19-2I12  BY  CSlIf  BUH/stfi 


loTD)  (FBI)  ll 

From:  1 

b7C 

b7E 

Sent:  Mono 

l:48AM 

To: 

Cc: 

Subject: 

SENSITIVE  BUT  UNCLASSIFIED 
NON-RECORD 


Thanks  for  taking  the  Initiative  to  help  the  office  out  with  this  service,  mpk 

ssA 


he 

hlC 


b6 

b7C 

b7E 

b3 


i I 

I 

I 1 CELL/OTD  000992 


From: 

Sent; 

To: 


Mpyanp-mu 


Thursday.  April  12.2007  2:21  PM 


Subject: 


For  those  of  you  who  send 


company  they  so  chooseJ 


ks  most  or  vou  are  aware,  a consumer  is  eniiiiea  lo  la 


0115' 
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ALii^  imoxmmLm  tmmamB 

HEREIN  xs  ymimsiwxm 

BATE  Ct$-19-2BX2  BT  «5X79  BHH/stp 


FBICELL-229 


re  will  provide  a workaround  solution  to  those  limited  few  that  experience  this  problem. 


UNCLASSIFIED 


UNCLASSIFIED 


CELL/OTD  0009 
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I 

I 

I 

I 

I 

I 

I 

I 

I 

I 

I 

I 

I 

I 
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I 
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I 
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23<Mar  Travel  (Arrive) 

Inform  Coordinator  of  arrival  / Issues 
Equipment  Delivery 


24-Mar 


25-Mar 


28- Mar 

29- Mar 

30- Mar 


31-Mar 

1- Apr 

2- Apr 


830  Arrive  / Introductions 
900  Scenario  Description 
Goals  / Objectives 
Pre-Deployment  Functions 

1000  BEsalS 

1015 
HOC 


5 

10 

5 


1200  Lunch  (1.5  HOURS) 
1330 


830  Arrive  / Issues 
900| 

1100 

1200  Lunch  (1.5  HOURS) 


133d 

163c[ 

26-Mar 

830 

?? 

27-Mar 

830 

?? 

Arrive  Station 


1200  Lunch  (1»5  HOURS) 
2100  Event 

NO  EVENT 
830  Arrive  / Issues 
900 
1100 


1200  Lunch  (1.5  HOURS) 

1330  In-house  Demonstrations  / Exercises 
1630  End 

Practice  Sessions 
Practice  Sessions 
Practice  Sesions  / Packup  (Noon) 


3-Apr  Travel  (Return) 


b3 
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FEDERAL  BUKEAU  OF  INVESHGATEON 


CtASSmEB  BT  £5179  DltB/SW 
REASOK:  1.4  tC,  G) 
OECLASSXIY  OK:  ll'-2£*2037  ; 
DATE;  11-24-2012 


U,t  XNEORHATXON  COKTAIKEB 
MERBXK  XS  inCLnsSXEXElIl  SXCE9X 
HHEBE  SHOW  OTKRBUISE 


.;\ppi:oved  by 


rtafc  la  whole  or 

conioUtid  bY  ori^ator.  and  not  to  be  dfsseminnted 


■fBwssrsflw^^  
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CHLSSXFXED  nr  bioi/stv  'I 

R£%^K:  1.4  (C,  Qt 
BECJLASSZFY  ON:  10>-31>^2II37 
Birrn:  la-ai-zaii 


(SI 


S&T:  FBI  FY  2009  Mid-Year  Review:  Performance  Report 

ALL  INlOBHinriON  CONTAIliim 
KEKEIN  IS  UHCtASSXFXKlI  BXCKnTf 
tiHEK]k  SNijni]  OTHEKSlXSn^^- 


Initiative  Topicd 


Key  Project,  Sub- 
Projecti  or  Other 
Component  Part  of 
Initiative 


Baseline 

FY2009 

Funding 

mr 


% ' 

Obligated* 

Includes 

Committed 


100% 


100% 


100% 


100% 


100% 


100% 


b7E 


% 

Expended* 


0% 


0% 


0% 


0% 


0% 


0% 


Project’s  Contribution  to  Initiative 


bl 

b3 

b7E 
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Critical  Unfunded 


nui  infobhutidh  cdmtkeheb 

MBKBXK  IS  imCUISSIIIES 

DAT!  II-Oi-2812  BT  SSinS  DUH/Sm 


Unit: 

TTU 

Short  Title: 

WIRELESS  INTERCEPT  AND  TRACKING  TEAM  (WTTT) 

Shortfall  Amount: 


Account(s): 


Cost  Center. 


, One-Time  or 
Recurring 
Requirement 


Existing  Contr%t(s): 


Unit  Rank: 


SC  Rank: 


AD  Rank: 


Description  of  your  shortfall; 


specmo  amplmers.  ihis  request  shall  provide  capability  not  currently  avauabie  ana  laen 
a critical  gap  in  locating/tcacking  -wireless  devices. 

Why  is  this  critical?  I 


TOD 
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UNCLASSIFIED//FOR  OFFICIAL  USE  OiNLY//LAW  ENFORCEMENT  SENSIITVE 


U.S,  Department  of  Justice 


Federal  Bureau  of  Investigation 


Washington,  D.C  20535-0001 


[DATEJ,20IYY1 


ALL  l]»FDKUATXO»  COlfrikXNEA 

HERXIN  IS  macLAss^rrEA  I 

DATE  ll'02-2li;l^  Wt  €nxi9  EHll/STtt 


d Non- 


fat ENFORCEMENT  SENSITIVE  (LES):  The  information  in  this  document  is  the  property  of  the  Federal  Bureau  of 
Investigation  (FBI)  and  may  be  distributed  yvithin  the  Federal  Government  (and  its  contractors),  U.S,  intelligence,  IcM 
enforcement,  public  safety  or  protection  officials  and  individuals  ^9ith  a need  to  know.  Distribution  beyond  these  entities  without 
FBI  Operational  Technology  Division  authorization  is  prohibited.  Precautions  should  be  taken  to  ensure  this  information  is 
stored  and/or  destroyed  in  a manner  that  precludes  unauthorized  access.  Information  bearing  the  LES  caveat  may  not  be  used  in 
legal  proceedings  without  first  receiving  authorization  from  the  originating  agency.  Recipients  are  prohibited  from  subsequently 
posting  the  information  marked  LES  on  a website  on  an  unclassified  network. 


ions  on  the  edMiymi 


must  coordinate  wltH  ttie  Jt«eaerai  Jt5ureau  oi 
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X3NCLASSIFIED//F0R  OFFICIAL  USE  ONLY//LAW  ENFORCEMENT  SENSITIVE 


and 

Unit  Chief 

Tracking  Technology  Unit 
Operational  Technology  Division 
F^eral  Bureau  of  Investigation 
Engineering  Research  Facility 
Building  27958A,Pod.B 

OiiantiVr>  Viroinin  991 


b7E 


1 


I 
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CEll/OID  009878 


FBI  Pifoject  Reviews 


f 


Tracking  Technology  Unit 


ChASSTBim  m €Si79  BUH/SW 
RKksOK:  1.4  <C,  C) 

BWTB-: 11^14-28:121: : : ' ...  - . ■ : ' s ^■ 


Alii  IJiirEORMlITIIIN  COKTAINIII 
HEKKXN  IS  imCLASSmEB  BXCEBf 
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(I10/T133 
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ailFBIOOl 


^'^1  Cl 


(3//NF) 


Deliverable  Description: 
Text— Arial  14 


DELIVERABLES 


Deliverable 

Capability 

Maturity 

Type 

Maturity  Level 

Data 

TECHNICAL  PERFORWIANCE 


FBICELL-274 


tELL/OTD  009W4 


FBICELL-275 


FBI015: 


(o//NF)  DEPENDENCJES  & COLLABORATION 


CUSTOMERS  & REQUIREMENTS 


Customers/Users: 

OTD/rru 


Requirements: 


CEll/OTft 


FBICELL-277 


im  mi33 


FBICELL-278 


FBICELL-279 


FBICELL-280 


FBI016: 


TECHNICAL  PERFORMANCE 


Text-Arial  14 


